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ABSTRACT: This article expresses strong support for the idea 
proposed by the Government of Malta in a recently issued 
DLT Consultation Paper (referred to, in the article, as the 
“consultation document”) of permitting the grant of legal 
personality in the form of a newly designed type of legal 
entity incorporating a blockchain and/or smart con-
tract/DAO/DAC arrangements. It examines why conferring 
legal personality to new kinds of technology artifacts is a 
worthy endeavour; specifically those kinds of Technology 
Arrangements that exhibit autonomous behaviour, and yet 
interact with humans. The need for this arises not only for 
the emergence of autonomous entities in the physical world, 
but even more so for autonomous software artifacts which 
come in the form or are built on top of public blockchain 
technologies. Such autonomous entities may even survive the 
life of their designers, with self-sufficiency, thus undermining 
the Nearest Person principle; they will exist for an indefinite 
amount of time; yet they could potentially cause damage and 
loss to the users to whom they provide services. The article 
tries to resolve the issue of how liability can be managed in 
this scenario, all the while protecting the innovation capabil-
ity of a thriving open source engineering community that 
promotes these developments. It reflects the position as of the 
24th March 2018. 

Technology Arrangements 
The consultation document covers a broad range of issues, 
reading the signs of the times, proposing some regulation of 
some blockchain technologies and some technology ser-
vices providers, with a holistic and long term perspective. 
However, the consultation is not only about regulation but 
also proposes that the introduction of some significant 
legislative innovation. One proposal it makes relates to the 
possibility of granting Legal Personality to Technology 
Arrangements, provided they fulfill certain criteria4. 

In the consultation document5 there is a short but very 
significant section; it is section 5.3 Legal Personality of 
Technology Arrangements which reads: 

“Whilst some Technology Arrangements are owned by a 
corporate structure, other Technology Arrangements may 
not have such an ownership structure. This could result in 

                                
 

4 - These can consist of requirements such as a governance structure 
which would allow users to raise matters which cause them loss and an 

ability of a designated person to intervene if the cause of loss can be 
addressed, a recourse structure which can contain an insurance policy, 

a guarantee or a fund collected from small percentages on platform 
transactions; and a compliance functionality to comply with identity of 
users for AML purposes and other mandatory legal requirements such 

as preservation of personal data. These are logical approaches which 
would justify the grant of legal personality with all the benefits which 

go with it, particularly in relation to managing the liability risks of some 
of the participants in the blockchain arrangement, those in its initial 

stages and those involved on a continuing basis after it is launched. 

5 - See: “Malta, A Leader in DLT Regulation” issued by the Maltese 

Parliamentary Secretariat for Financial Services, Digital Economy and 
Innovation of the Office of the Prime Minister. Available at:  

http://opm.gov.mt/en/Documents/FSDEI%20-%20DLT%20Regulatio 
n%20Document.pdf (March 24, 2018). 
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the possibility of transacting on and with the Technology 
Arrangement without a proper ‘legal person’ as counterpar-
ty. The proposed TAS Bill will try to provide a solution to 
such a scenario and it is being proposed that certain Tech-
nology Arrangements will be able to register with the 
Registrar for Legal Persons in Malta and acquire legal 
personality upon satisfaction of a number of requirements.” 

Out of the many ideas proposed in the consultation docu-
ment, this one alone is the most controversial; the least 
understood and also the one that could have the deepest 
impact on the shaping of the Blockchain industry in Malta, 
and possibly globally too. It is considered to be the key-
stone in the construction of a set of legal rules relating to a 
liability regime relating to this sector and an anchor or 
reference point which enables the legislator to start to 
address, even if in small part, the massive legal uncertainty 
which has emerged as a very evident feature of this innova-
tive technology6. Some consider this is a problem to 
address. Others feel nothing should be done. Malta has 
chosen the first option7 in favour of some trying to create 
some legal certainty. 

The initiatives above described address one area of legal 
certainty which has long been evident – that of what is 
regulated and how, and what is not to be regulated at all. 
This touches areas of public policy and criminal law and 
could not be left ambiguous any longer. The next stage is to 
address purely private law issues which affect the relation-
ships between people in the community – admittedly the 
global community. There is therefore a strong awareness 
that the cross border nature of this phenomenon challenges 
the applicability of national laws at the very doorstep of this 
discussion8. 

Legal Personality of Technology  
Arrangements 
The invitation to consider these Technology Arrangements 
as legal persons emerges fairly naturally through mere 
observation of their features: 

(1) there is a human designer who through his or her free 
expression of intention has created assets and infused 
them with a specific lawful purpose. The blockchain 
platform, and related software for its operation and all 
smart contracts, are not ordinary things but things 
which are conceived, designed, programmed or put to-
gether to provide defined outcomes conditioned by 
parameters set off to achieve the specific purposes in-
tended and to exclude others. They also establish the 
conditions under which the operations can take place. 

(2) there is a governance structure9, even if not in the nor-
mal format or reach or even functionality of a board of 

                                
 

6 - See “The Distributed Liability of Distributed Ledgers: Legal Risks of 
Blockchain” by Dirk Zetzsche et al., 2017, EBI Working Paper Series 

2017 no. 14. 

7 - This article addresses the topic of legal personality in the context. The 

liability regime and the issues relating to applicable law are two other 
aspects which are the subject of detailed proposals not contained in the 

consultation document but which will emerge once the focus of the 
regulatory aspects shifts to ancillary issues. 

8 - See Philipp Paech, “Securities, intermediation and the blockchain: an 
inevitable choice between liquidity and legal certainty?” Unif.F.Rerv., 

Vol 21, 2016, 612-639; where the author analyses the issues which arise 
in the securities context. 

9 - See among many other sources, Philipp Hacker : “Corporate Govern-
ance for Complex Cryptocurrencies? A framework for Stability and 

 

directors or governors. We see this again in the very 
technology design which is a wonderful development 
for those who can no longer keep up with all the com-
pliance and risk for traditional fiduciary duties imposed 
on administrators of legal entities; 

(3) there is a patrimony which is dedicated to the purpose; 
and 

(4) there is readable (source) code which states intent, the 
purpose designated for the assets, a ledger system which 
maintains accounts for the assets and some rules for the 
way operations, including some decisions, are taken. 

These four elements are the elements which are found in 
any legal organisation at a basic level. There are many types 
of legal organisations and then each type has its own legal 
features which make it what it is. At basic levels there are 
the associations of persons such as companies, clubs, coop-
eratives and similar and then there are the universality of 
things dedicated to a purpose, such as foundations, insti-
tutes, funds, universities, churches and the like. They have 
different features and qualities; the context of a blockchain 
platform can be compared to both depending on how the 
structure is designed by its developers. It is within the 
Government’s design capabilities to choose the form which 
can be selected for adoption within the legal system, or it 
can cater for both forms and then leave it to the developer. 
However, even if one makes absolutely no effort at all, it is 
possible that these elements feature in a blockchain plat-
form and the arrangement will be treated as a legal 
organisation for national law public policy reasons although 
not intended to be so.10 

It is, at least under Maltese law, more difficult to acci-
dentally establish an organisation as you need a written 
statute with some minimum content11; and even more 
difficult to establish an organisation with legal personality 
as legal personality only emerges through formal registra-
tion with the Registrar of Legal Persons under the Second 
Schedule to the Maltese Civil Code12, apart from excep-
tional cases of religious organisations. It the past this was 
not so and could happen through a court recognising per-
sonality of its own motion. 

The proposal of legal personality for Technology Arrange-
ments in the consultation document will involve legislative 
intervention which will undoubtedly require formal regis-
tration so this will be clearly an intentional act. It will be a 
decision at the design phase as the design will need to cater 

                                
 

Decision Making in Blockchain-Based Organisations” (November 22, 
2017) https://ssrn.com/abstract=2998830. Who argues for the adoption 

of a corporate governance framework to blockchain based organisa-
tions as a means of reducing uncertainty. 

10 - See Hacker op. cit., page 21, where he states the following when he 
compares a blockchain with voting and profit participating tokens to 

traditional companies and other forms of legal organisations: “....it has 
even been suggested that blockchain-based networks might, in them-
selves, be partnerships in a legal sense, particularly if users follow a joint 
purpose and share profits;” and cross refers to Zetzsche et al. “The Dis-
tributed Liability of Distributed Ledgers: Legal risks of the Blockchain”, 
U. Illinois L. Review (forthcoming), https://papers.ssrn.com/so13/pap 

ers.cfm?abstract_id=3018214, at 36 which is an even more robust artic-
ulation on how these arrangements can give rise to classification as a 

partnership. 

11 - Absent minimum content in a written instrument, a legal organisation 

does not exist and will probably amount to a mandate or an informal 
discussion club without a centralised patrimony or purpose. Of course 

it is possible to have agreements in verbal form but for an artificial le-
gal organisation to be recognised a writing is necessary. 

12 - Chapter 16, Laws of Malta; see articles 29(4) on foundations and article 
49(2) of the Second Schedule of the Civil Code. 
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for an appropriate reflection of the basic elements outlined 
above. The important opportunity this proposal give us is 
the chance to vary the traditional requirements for a legal 
organisation to ones which are sensitive to the technologi-
cal innovation taking place and the qualitative elements of 
a distributed ledger. What is so powerful is that what has 
traditionally been achieved through paper and defined 
human structures, which are centralised, can now be restat-
ed in a way that better reflects the methods and outcomes 
intended for blockchain operations, most importantly 
taking advantage of the powers of technology design in 
meeting certain expectations on important features, like on 
governance and compliance or on performance and liability 
through smart contracts, for example. 

Legal Personality and the Liability 
Maze 
What characterizes these Technology Arrangements is that 
they might all have a degree of autonomy whereby, when 
interacting with human counterparts, they might produce 
damages or losses of various kinds. The troublesome ques-
tion that the proposed bill is trying to address, is: who is 
responsible for such losses suffered or damages caused by 
external or internal events? 

Just like Isaac Asimov imagined the Three Laws of Robot-
ics to limit the kind of actions that autonomous robots 
could take against human counterparts, the proposed bill 
suggests a similar approach: namely to recognize legal 
personality to Technology Arrangements, thereby confer-
ring rights and duties which will be exercised not 
necessarily by people but autonomously on the basis of the 
Technology Arrangements themselves. 

The Three Laws of Robotics were stated as follows: 

1. A robot may not injure a human being or, through 
inaction, allow a human being to come to harm. 

2. A robot must obey orders given it by human beings 
except where such orders would conflict with the First 
Law. 

3. A robot must protect its own existence as long as such 
protection does not conflict with the First or Second Law. 

For example, under the proposed bill, a DAO (Decentral-
ized Autonomous Organization) could become a “legal 
entity,” which will then allow the structure itself to exercise 
rights and and to perform duties13. 

                                
 

13 - An excellent source of discussion and proposals is Wright & De Filippi, 
“Decentralised Blockchain Technology and the Rise of Lex Cryp-
tographia” which is a must read by all persons interested in this subject. 
In particular, note their description of DAOs: “Decentralized autono-
mous organizations are a specific kind of decentralized organization 
that are both autonomous (in the sense that, after they have been de-
ployed on the blockchain, they no longer need nor heed their creators) 
and self-sufficient (in the sense that they can accumulate capital, such as 
digital currencies or physical assets). Decentralized autonomous organi-
zations can charge users for the services they provide, in order to pay 
others for the resources they need. As long as they receive sufficient 
funds to operate on their own, they can thus subsist independently of any 
third party. If a decentralized organization is truly autonomous, no one 
(including its original creator) can control it after it has been deployed 
on the blockchain. An ill-intentioned decentralized autonomous organi-
zation thus could be akin to a biological virus or an uncontrollable force 
of nature.” The attributes of autonomy and self-sufficiencies of DAOs 

are the key notions which suggest the need to consider legal personali-
ty for DAOs and other similar Technology Arrangements. 

Fear of the Artificial “Person” 
When presenting the idea of recognizing legal personality 
for a Technology Arrangement, it is easy to fall victim of 
the fear of extending a qualification that is typical of hu-
mans to other “things” that do not appear human at all. If it 
can help, this is not about creating an artificial legal “perso-
na”, but reasoning about the technology that has come 
about and becoming aware that it is beneficial to society as 
a whole to recognize that a Technology Arrangement can 
indeed operate better and more safely vis a vis the rights 
and remedies in case of loss, of those all around it, if it had 
a legal personality14. Likewise it can carry out its obliga-
tions, statutory duties and mandatory duties of compliance 
better than we could physically do so. Technology has no 
emotions, cannot be bribed or threatened and does not 
forget. There is hope that it will carry out compliance 
functions more effectively than we would, if properly pro-
grammed to do so. Of course, technology as such is not a 
“person”. For the avoidance of misunderstandings, let us 
explain that when reference is made to legal personality for 
Technology Arrangements, it is not intended to imply that 
the software itself becomes a legal person but that the 
software arrangements (there could be many elements 
combined together with some new code added on), being 
the main asset or endowment of property, will be the prin-
cipal and determining asset of a legal organisation of a 
special type (reflective of the context)15, where other im-
portant constitutive elements can be achieved through 
some powers of technology, such as in governance and 
compliance, combined with digital statements to substitute 
a formal statute, combined with human interface on key 
points where human intervention, at least for now, is neces-
sary. 

The kind of technology we are examining (Blockchains, 
Smart Contracts, and DAOs) are unquestionably of such 
nature that they autonomously control a set of assets. Now, 
how is that different from a corporation? Every known 
legal entity is an artificial artifact that is defined by the 
assets over which it can unilaterally and autonomously 
exercise command and power. 

If assets that are controlled and organized in arbitrarily 
complex ways by an artificial legal entity, which was created 

                                
 

14 - See “The Distributed Liability of Distributed Ledgers: Legal Risk of 
Blockchain” by Dirk Zetzsche et al., 2017, EBI Working Paper Series 
2017 no. 14., in particular the conclusion: “Part of the thrill of block-
chain to date has been its disregard of the law. With law in the picture, 
data are less attractively housed in distributed ledgers. This does not 
mean liability will exist in all cases. However liability matters, and dis-
tributed ledgers may, in time, most often be legally structured 
(particularly in permissioned systems) as a joint venture where all serv-
ers are owned and operated – ironically – by one entity, or a small 
number of specified entities, rather than as a cooperation among multi-
ple entities.” Naturally the challenge becomes even more compelling 

when considering autonomous artifacts on public, permissionless 
blockchains. 

15 - In our legal systems we see this sometimes. We have shipping organisa-
tions which are designed to own only ships and the bankruptcy rules 

are designed assuming single ship contexts bringing about efficiencies 
which do not exist in other cases. We see something similar with secu-
ritisation vehicles where the securitisation assets are collectively 

treated in a special way so that securitisation creditors as a whole have 
a special status with preference in a bankruptcy. There are features in 

existing legal organisations which are not needed in the blockchain 
context, some are not needed in their current form or for the reasons 

they currently exist. Given the expectation that Technology Arrange-
ments will soon explode onto the world in multiple use areas, it would 

be wrong to vest the assets in a legal organisation in current forms 
which have sophistication for the wrong and unneeded reasons, with 

features too clumsy for the capacities of the blockchain and with for-
malities which are irrelevant to the context. 
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for the benefit and for the convenience of society to deal 
with it, what prevents recognizing that the controlling entity 
can actually be a software artifact that acts autonomously 
with self-sufficiency, and exercises unilateral power over 
those assets, keeping in view the purposes and the stand-
ards expected for governance and compliance? 

If we can accept that the issue is not that about dehumaniz-
ing people, but about the convenience and benefit for 
society to be able to deal with the autonomous nature of 
these new software artifacts, then recognizing the legal 
personality of a Technology Arrangement is less intimidat-
ing. Extending yet again the artificiality that is created by 
law is still a good idea; as it has been for thousands of years. 
After all, law and order are necessary for a civilized society; 
even when that society necessarily becomes receptive to 
new “entities” as these autonomous software artifacts. 

The “Nearest Person” Principle 
During the lively discussion at a recent blockchain event 
relating to the consultation document, several lawyers 
expressed the opinion that giving legal personality to a 
Technology Arrangement would not be a good idea. The 
example was given of self-driving, autonomous cars. If such 
an artifact produced any sort of damage, ultimate resort 
could be claimed by applying the principle of The Nearest 
Person. In other words, the manufacturer of the autono-
mous car would be held liable. 

The Difference between Autonomous 
Cars and DAOs 
What seems to be missing in putting forth the principle of 
The Nearest Person, is that in the context of a DAO, such a 
person might not exist at all. A self-driving, autonomous 
vehicle is a physical object, which is created by a well-
known manufacturer. A DAO on the other hand, can exist 
without there being a known creator. 

The most prominent example of The Nearest Person princi-
ple not being applicable, is the Bitcoin network itself, which 
can be considered as a DAO because it effectively replaces 
a number of intermediaries (like clearing and settlement 
houses) that were previously human. What has to be ob-
served, is that the original creator of the Bitcoin network, 
known as Satoshi Nakamoto is unknown. Even willing to 
apply the principle of The Nearest Person, in practice it 
cannot be done. 

But the cases for this are even more intricate than this 
example. 

Why the “Nearest Person” Principle 
is not always Applicable 
If a self-driving, autonomous vehicle goes rogue, in the 
worst case scenario the vehicle can literally be taken down 
– physically16. In the case of a DAO, “taking down” is not 

                                
 

16 - We have seen this happening very recently where a person was killed 

by a driverless car which appears to have malfunctioned. The risk of li-
ability by the persons involved in its design and operation is so high 

that the total withdrawal of the product which could actually be making 
roads safe and less prone to fatal accidents was the only thing that 

could be done in the context. This demonstrated that the risk of liabil-
ity will hinder innovation in the most radical of ways without regard 

 

an option. Once a DAO is released onto a Blockchain – in 
virtue of Blockchains being uncensorable, and providing 
irrevocable permanence – that very DAO simply cannot be 
“taken down.” (The only option, as is often stated, would 
be to “switch off the Internet” – which clearly would pro-
duce even greater damage.) 

So far, the Bitcoin network seems to have functioned flaw-
lessly. So the need to chase Satoshi Nakamoto has not come 
into being. Yet it is possible to imagine scenarios where 
more sophisticated DAOs, constructed on top of Smart 
Contracts and which provide much more complex function-
ality, might actually have defects and flaws. 

In fact, in the instance of “The DAO,” a bug in the Smart 
Contract code created a vulnerability that was exploited by 
an attacker, who could claim control over $50M. (How that 
case eventually unfolded is another story altogether; and 
while it would be worthy of a Hollywood film, we won’t be 
concerned with its intricacies here.) 

Now, in the case of “The DAO,” the people behind its 
creation were well-known, unlike the case of Satoshi 
Nakamoto and the Bitcoin network. The creators of “The 
DAO” conducted all operations transparently and publicly. 
In that case, the principle of The Nearest Person could 
possibly be applicable. 

Yet it is possible to envision that similarly complex Smart 
Contract arrangements could be released in the same man-
ner as the Bitcoin network was originally released. In such a 
case, there would be no people to “go after.” Who is liable 
in such an instance? The closest “thing” that resembles a 
person would be the Technology Arrangement itself. So, 
why not consider it as a Legal Person in its own right? 

Why Legal Personality is Necessary 
If a Technology Arrangement, like a DAO exhibits behav-
iour that until before its existence was in the exclusive 
capacity of existing legal person with rights and duties, it 
stands to reason that the counterparties of any interactions 
(communications, services, transactions) provided by a 
DAO would expect the same kind of provisions and guar-
antees offered by an equivalent legal person. 

Case of Anonymous Designers 
To reiterate the earlier example: the Bitcoin network offers 
the same guarantees of execution that prior to its existence 
were in the remit of clearing and settlement houses, and the 
transactions it executes will have irrevocable finality. 

The functionality of the Bitcoin network is very simple, 
when compared to the kind of functionality that can be 
offered by second or third generation blockchains, which 
support extensive Smart Contract applications, and in 
particular, the realization of sophisticated DAOs/DACs. In 
these instances, the kind of interactions (communications, 

                                
 

being had to statistics and other scientific data which shows the benefits 

of such innovation outside the specific case context. What is going to 
happen in the context where the technology cannot be taken down? 

The need for a specific liability regime which caters for the outcomes is 
clearly evident and is no longer a choice but a necessity, if we are to al-

low for a future of this innovative technology. The alternative is a short 
life to being litigated out of existence without there necessarily being 

any wrongdoing, negligence, dishonesty or similar contributions which 
will, at least, justify its elimination. 
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services, transactions) provided can be much more com-
plex. 

Accordingly, the expectations of counterparties will be 
much higher – to the point that they might expect to be able 
to have legal recourse, if those expectations are not ful-
filled. And this is where it is evident that, in the absence of 
a Nearest Person, because that person has opted to remain 
anonymous, legal recourse must be made available, but 
with respect to some other person. A person that the cur-
rent laws do not identify or recognize. 

Case of Consumer Protection 
The first reason why such a new legal personality is neces-
sary, is to better provide for consumer protection. It is a 
general expectation: relevant consumer rights (and other 
legal issues) presume the existence of the personality of an 
actor – a person, or a “thing” as it will become evident – 
who/which is obliged to comply to certain rules. 

One way to provide for consumer protection is to require 
that the Technology Arrangement exhibits certain expected 
qualities, attributes, features or even behaviour – like offer-
ing securities, guarantees or insurance that could cover 
possible damage claims. 

Thus the designers of any Technology Arrangement who 
would find it agreeable for their creation to acquire a legal 
personality, would have to code and implement the required 
qualities, attributes, features and behaviours. Since this 
would imply creating or extending Smart Contracts that are 
part of the Technology Arrangement as such, the required 
qualities, attributes, features and behaviours would become 
as permanent as the Technology Arrangement itself, once it 
is deployed on a blockchain. In other words, the required 
qualities, attributes, features and behaviour would become 
permanent elements of the Technology Arrangement itself, 
even if the designer remains anonymous or disappears. 

Case of Designer Protection 
Given the general reliance of Blockchain technologies on 
open source software, it is to be expected that a number of 
Technology Arrangements on Blockchains might them-
selves be realized as open source projects. Open source 
projects are often inspired by ideals; or start off as experi-
ments, that then take on a life of their own. Open source 
projects are “forked” and give rise to a multitude of diverse 
and generative variants and variations. 

Often, the initial behaviour of a piece of software can be 
reused in other later variations, providing the foundation 
for completely different functionality and behaviour, that 
were not in the intent or even in the understanding of the 
original designer. The principle of The Nearest Person 
would reach such designers, even though they might not 
have had any active role in the creation of the Technology 
Arrangement subject to scrutiny, because maybe the later 
designers have chosen to remain anonymous, or have 
disappeared. In this instance, providing a legal personality 
for the Technology Arrangement would effectively shield 
such remote (and innocent) designers from liability claims 
on the basis of the principle of The Nearest Person. The 
new legal entity would be the point of recourse for persons, 
such as innocent third party users, suffering loss and would 
as a result design the mode of recourse, the extent of access 
to compensation, the availability of funding or cover for 
such compensation and related matters. The more this can 
be automated through smart contracts which are self-

executing based on event driven verification the better. 
Disputes would disappear given the advance agreement to 
the “rules of the game” on the particular Technology Ar-
rangement. At the same time, contributors, even very near 
ones, to the technology, its development and maintenance 
and its administration would not be liable except in defined 
situations and that would mean that they would be able to 
carry on with the innovative work without undue concern 
on liability. Where they are indeed at fault, they would 
have to compensate the new legal entity – as opposed to an 
unknown number of users for an unlimited amount of 
losses – as in any other breach of contract and they would 
usually be covered by their own professional indemnity and 
defense insurance policy. 

Note that this is particularly relevant when the original 
designers are individuals who might have contributed open 
source projects as a means of expression; and not corpora-
tions that would still provide a limitation of liability to their 
owners and managers. These open source developers are 
even more remote and in any case would probably not be 
within the reasonable circle to justify a cause and effect 
basis for liability. However that does not protect them from 
being jointly sued with everyone else in a claim for loss. 

In this sense, the provision would protect the vibrant com-
munity of innovators that operate in the open source world, 
and in particular when the software or technology being 
developed has the features of or can be used to build a 
Technology Arrangement. In other words, this is a matter 
of protecting innovation capacity, and not discourage soft-
ware enthusiasts and professionals from continuing 
developing open source software, in particular in the fields 
of Blockchain technologie, decentralized storage, decentral-
ized computation, cryptography and computational law. At 
the same time, there is no unreasonable exclusion of re-
course for loss, although there may be transparent limits of 
liability embedded in the compensation fund or insurance 
cover forming part of the new legal person’s structure. In 
this regard, an important point needs to be made: it appears 
reasonable to suggest that the software making up the 
platform or operating system (the blockchain itself) needs 
to be protected from attachment and enforcement and 
should be segregated, so that it cannot be affected by bank-
ruptcy or court orders which have a fatal effect – let’s call 
them “switching off orders” which can come in different 
forms, direct and indirect. Such order will by definition 
cause more risk and harm to the person suffering loss in the 
first place, and much more as it would affect all the users 
having assets and other rights on the platform which would 
instantly disappear or go into massive stress stations unless 
addressed sensitively. If one uses open source, public do-
main/commons arguments, which are very possible in this 
context, then it would make sense to use segregated cell 
features for this legal person, which are available under 
Maltese law already. These would allow the critical soft-
ware to be placed within a segregated cell and not be part 
of the liability patrimony of the new legal person and the 
justification would be the massive protection that brings to 
all users and the fairness would be based on the fact that 
being of the nature of public domain, that asset has no 
balance sheet value anyway, it being held for the common 
benefit of all users under a fiduciary obligation of protec-
tion and care for the community as a whole. So even 
without a segregated cell it would still not be available for 
enforcement purposes of third party judgements. So the law 
can exclude such a cell/asset from the recourse rights and 
simultaneously concentrate the recourse right to the cells 
established exclusively for recourse, which in turn would 
hold within it a sinking fund internally generated from a 
small commission from on-blockchain transactions, a guar-
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antee deposited at the commencement or topped up regu-
larly to keep pace with the growth of the risk exposure or 
an insurance policy to cover such risks – all three cumula-
tively being transparently disclosed and available to all 
users so they are aware at any time what limits exist to their 
aggregated rights of recourse. That will be the basis on 
which they will then be willing to use the particular block-
chain well knowing that, apart from that point of recourse 
to the disclosed limits, the legal principle for dealing on the 
blockchain will be based on the caveat emptor principle 
which places the risk of loss on the users.17 

Case of Extinction of Designers 
While when a designer is anonymous, it is easy to see that 
providing legal personality to the Technology Arrangement 
created by the designer effectively makes some sense, it is 
harder to realize that it also makes sense when the designer 
is well known. 

Even in this case, the principle of The Nearest Person is 
insufficient. Why? Because a Technology Arrangement on 
a Blockchain gains the attributes of anything that is stored 
on a Blockchain. In particular, it acquires the attribute of 
permanency. 

Individuals and corporations come and go. People die. 
Companies go bankrupt or close down. If those people or 
companies were the designers, and were The Nearest Per-
son, who is The Nearest Person once the designers naturally 
disappear? 

The question is relevant, because a Technology Arrange-
ment on the Blockchain will survive the extinction of its 
designer – and, as we have seen, it cannot be stopped or 
taken down. 

Therefore, even if there is a known designer today, it still 
makes sense to recognize the legal personality of the Tech-
nology Arrangement when it has attributes of a recourse 
fund which is permanent as well; and to have the designer 
(as mentioned earlier) implement those behaviours that the 
Technology Arrangement would need to have in order to 
be recognized as a Legal Person of indefinite term or dura-
tion as are most types of legal persons. 

Case of Technology Arrangement 
Protection 
It is clear that businesses will be built around Blockchain 
technologies, and that they will seek to generate profits. 
Therefore, businesses will somehow be considered the 
owners of the Technology Arrangements that they create 
and deploy to a Blockchain. Yet, as we saw above, busi-
nesses come and go. If for whatever reason a business has 
to face bankruptcy, their assets do not become immune 
from seizure just because they take the form of a Technolo-
gy Arrangement on a Blockchain. 

                                
 

17 - Of course this does not apply to losses caused by the users own negli-

gence nor to cases of fraud or willful misconduct where direct remedies 
against the person causing the loss on such basis could not be affected 

on the basis of long standing public policy rules as they apply in most 
countries, English law appears to allow for an exception even in such 

cases if the exclusion of liability is very clear and specific so each legal 
system will influence the outcome and in this context it is well know 

that the issue of applicable law is itself the subject of substantial legal 
uncertainty. A topic for another discussion. 

However due to the autonomy of the Technology Ar-
rangement, it might have evolved as to supporting use cases 
that go beyond the actual scope of accountability/liability of 
the original designer business. The issue that is raised is: 
how can one guarantee the continued legal usage of the 
Technology Arrangement by other third parties in such a 
case of extended use cases? 

It becomes a matter of protecting potentially millions of 
people who trust the Technology Arrangement (the Bitcoin 
network, to give a clear example), and to let them continue 
to exercise that trust, rather than trusting the designer; a 
designer who might go bankrupt or simply pass away. 

The Technology Arrangement needs to be able to stand on 
its own, from a legal point of view because that clarity of 
patrimonial segregation from the patrimonies of every 
other legal or natural persons in the world means that the 
user assets on the blockchain can never be confused with 
the software owned by the legal entity and used to secure or 
enforce an obligation of the legal entity. Without a legal 
entity clearly marking off its own assets available for re-
course, user assets may potentially be seized and use to 
settle an obligation arising from a loss caused on the block-
chain by causes totally unrelated to the user18. That 
becomes more possible when the user has a vote or other 
means of influencing administration as we see with miners 
or token holders which are structured like shares in a com-
pany. Most people would see the irrationality of making 
users jointly and severally liable with the underlying operat-
ing technology but in litigious communities and aggressive 
litigants who have suffered serious loss there is no rhyme or 
reason. Segregated patrimonies resulting from legal per-
sonality are therefore a very important starting point in 
drawing lines for liability purposes. 

The assets hosted by the Technology Arrangement must 
not be caught in any bankruptcy process that hits the origi-
nal designer business for obvious reasons. There might be 
provisions to pass on the ownership of the entity to some-
one else; but more easily this can be managed by 
acknowledging the Technology Arrangement as a separate 
legal entity, with its own legal personality. The indirect 
consequence is also that the original designer business can 
no longer be considered as the owner of the Technology 
Arrangement and of the assets controlled by the Technolo-
gy Arrangement; notwithstanding that the business is the 
creator of the Technology Arrangement. 

Case of Evolving Legislation 
As everything, legislation evolves and changes. However 
the dynamics of changing legislation has the potential of 
clashing with pre-existing Technology Arrangements. We 
must always keep in mind that a Technology Arrangement 
of the kind we are concerned about exists on a Blockchain. 
Therefore, once it has been deployed, it cannot be changed 
and it will exist forever. 

                                
 

18 - The archetypical case of this is “The DAO” in 2016: eleven thousands 
users had funded the autonomous organization with over US$150 mil-

lion. A month after its launch, The DAO was attacked by an unknown 
individual who exploited a number of vulnerabilities in The DAO’s 

smart contracts. The attacker gained control of over US$50 million. 
Paradoxically, in lack of a clearly identifiable legal entity, the same in-

vestors that had been robbed of the amounts they themselves funded, 
could been held liable for the loss caused by the vulnerability in The 

DAO’s software, as there was no corporate veil to shield them from 
individual liability. 
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It might be the case that a new law renders illegal the be-
haviour of a pre-existing Technology Arrangement, with no 
possibility of remediation. The (newly) illegal behaviour 
will always be there, no matter what (and, of course, this is 
compounded by the earlier considerations that there might 
not be any known Nearest Person). The new law would be 
materially ineffective. The frightening conclusion is that the 
evolution of law suddenly becomes ineffective. 

In order to preserve the possibility of law to evolve, some-
thing new must be conceived of. The section of the 
consultation document cited at the beginning here, “certain 
Technology Arrangements will be able to [...] acquire legal 
personality upon satisfaction of a number of requirements.” 

Such requirements could be, for instance and among others, 
the effective presence of certain minimum acceptable 
“good” behaviour in order for the Technology Arrange-
ment to be considered a “good” (virtual) citizen of the 
jurisdiction. Such behaviours could be defined similarly to 
Asimov’s Three Laws of Robotics. They would have uni-
versal validity and be of such nature that no matter how 
future laws could evolve, the Technology Arrangement 
could still be considered a “good” (enough) and (sufficient-
ly) “lawful” (virtual) citizen. 

Yet, the legislator will have to take into account the nature 
of the new medium of Blockchains when promulgating new 
laws. As an example, consider EU’s “right to be forgotten:” 
how would it have been shaped, had Blockchain technolo-
gies been widely known and used before the drafting of 
such rules? 

Would rules of law deeming a power to vary the code being 
vested in a designated person or persons, only for the 
purpose of keeping the operation legal and consistent with 
the law as it evolves, be a solution? 

Case of Levels of Compliance 
While one of the position statements of the original cy-
pherpunk movement (which was the breeding ground 
wherein the Bitcoin and Blockchain technologies were 
conceived of) is to deplore regulation on cryptography, one 
needs to come to terms with the fact that an autonomous 
Technology Arrangement needs to be a “good” citizen if its 
services intend to benefit society at large. 

Irresponsible proposals that are often put forth in regulato-
ry circles, ask for the creation of backdoors and other 
technical mechanisms for weakening the cryptographic 
techniques. Regulation of cryptography is a very short-
sighted proposition, and fails to understand how it under-
mines all applications of cryptography. 

It becomes imperative to create space for a Technology 
Arrangement’s good citizenship, without weakening cryp-
tography. Since legal personality is conferred to a 
Technology Arrangement once it exhibits certain desired 
qualities, attributes, features and behaviours, it is also 
conceivable to accept different degrees of such. Since these 
qualities, attributes, features and behaviours are nothing 
other than further software, they can be programmed as the 
designer might see best fit in order to give its Technology 
Arrangement the appropriate degree of compliance. 

At the entry level, a Technology Arrangement would 
simply cater for consumer protection and basic regulatory 
compliance. At the highest level of compliance (possibly 
required for applications that are of critical nature in terms 
of safety or national interests) the behavior would allow for 
the forces of law to intervene and actually clamp down the 

Technology Arrangement – yet without compromising any 
cryptographic integrity or the lawful assets of users – based, 
for instance, on multi-signature schemes, wherein the 
competent authorities’ signature needs to be conceded in 
order for the Technology Arrangement to function; as it 
could be revoked in case of any sort of crisis or emergency. 

With the notion of levels of compliance, space is given both 
for open development, as well as the realization of govern-
ance mechanisms for safety critical Technology 
Arrangements. In practice, the provision would recognize 
different types of legal personalities of Technology Ar-
rangements, just like there are different types of legal 
personalities in current law (individuals, corporations, 
foundations, trusts, NGOs, institutions, etc.). 

Note that this provision would also further support the 
previous case of evolving legislation, as the Technology 
Arrangements at the highest level of compliance could be 
rendered ineffectual should new rules render their instances 
illegal. 

Case of Supporting Forking 
In the world of open source software development the 
possibility of a forking a project is extremely valuable. It is 
one of the cornerstone of the evolution of new ideas in 
open source projects. 

In a very similar way, even Blockchains can fork, but with 
much more far reaching – and often very controversial - 
consequences than ordinary software forks. Whether one 
agrees or disagrees with Blockchain forks, they do happen; 
and hence need to be considered with respect to the legal 
environment that is being enabled through our concepts. 

Malta has already a number of legal structures based on the 
idea of segregated cells to create segregation of liability. 
For example, Malta recognizes protected cell companies 
(PCC) and securitisation cell companies (SCC) and the 
same applies at a higher level for associations and founda-
tions in their basic forms. 

In the case of a Blockchain fork which might affect a Tech-
nology Arrangement, the Technology Arrangement will 
exist in two distinct instances, each of which might have its 
own set of qualities, attributes, features and behaviours, 
which might depend on the core protocol that is subject to 
the technical forking. In these instances it must be possible 
to extract a cell from an existing legal entity (on the original 
branch) and reconstitute a new legal entity (on the spawned 
branch). The new entity will be self-standing, with its own, 
distinct legal personality upon registration with the Regis-
trar of Legal Persons. 

With such a provision, the evolution of Blockchain technol-
ogies is ensured with respect to the open source practice of 
forking, while avoiding the risk of putting the two entities at 
a legal stand still, or worse, in conflict of ownership over 
existing assets. 

Case of Jurisdiction of Choice 
Since a Technology Arrangement is or exists on a Block-
chain, which is global in nature, it is very tricky to 
determine its jurisdiction: it is not located in any specific 
country. By implementing the required qualities, attributes, 
features and behaviors in order to acquire legal personality 
in Malta, a Technology Arrangement would effectively 
choose its home jurisdiction, and offer its services to the 
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international community on the basis of international trade 
laws. 

By having a legal personality of its own, the Technology 
Arrangement would need to have, in first instance, a tech-
nical administrator who is registered with the local 
regulator so that there could be a point of contact by the 
regulator if ever this is needed. The technology allows for 
regulators to become users on the platform and have access 
to all information which has regulatory relevance and one 
assumes that the regulatory functions will not develop 
externally in traditional form but will be exercised through 
using the very same technology. 

Though the proposed bills also provides for designers and 
administrators to voluntarily register with the Malta Digital 
Innovation Authority, or the use of the services of a regis-
tered auditor and administrator would seem to be the 
minimum commitment expected for a Technology Ar-
rangement’s creators to choosing Malta as their home 
jurisdiction, thus giving a home jurisdiction even to the 
Technology Arrangement itself. The only condition is that 
the Technology Arrangement implements the required 
qualities, attributes, features and behaviors; and it appears 
reasonable to expect that the Malta entity uses regulator 
recognised service provided in the two referred to function-
alities – but no other functions – in its assessment and 
continuing interface. 

Case of Extended Decentralized Val-
ue/Service Chain 
It has been argued that the end users could be held liable 
for the actions of a Technology Arrangement, especially 
when the users have been conferred governance power 
over the actions of the Technology Arrangement, by the 
(“code is law”) rules of the Technology Arrangement itself. 
The instance of “The DAO” was of this kind. This way of 
reasoning can still make sense in as far as the services 
provided by a Technology Arrangement are self-contained. 
However, with the perspective that a thriving ecosystem of 
Technology Arrangements will develop, which can – in 
autonomy – offer, consume, negotiate, enter contracts and 
pay services offered to, by or for other Technology Ar-
rangements (especially when automated directory and 
discovery services will come to fruition), it stands to reason 
that such users might have no insight at all into which 
services of other “third-party” Technology Arrangements 
might be invoked by the one over which they have govern-
ance power. Such governance power can be limitedly 
exercised for general direction, and not for specific opera-
tions, which the Technology Arrangement could choose on 
its own account (again, especially if service discovery mech-
anisms will be incorporated in the overall ecosystems). It 
does not make sense to hold such users liable for the ac-
tions performed by third party Technology Arrangements 
which are out of scope of their governance power. 

Hence, Legal Personality is again a way to resolve the 
conundrum. The requirement here would be that a “good 
citizen” Technology Arrangement could very well use 
discovery services to find third party Technology Arrange-
ment in order to consume their services, provided those 
third party Technology Arrangements themselves are 
“good citizens” and fulfill the requirements to have legal 
personality too. In this way, even if a Technology Ar-
rangement in the middle of a value/service chain produces 
damage, the end-points (and any other intermediary point 
as well) are not held liable. 

Case of Supporting the Smart Con-
tract Oracles Industry 
One of the critical elements for a class of smart contracts is 
the existence and availability of trustworthy so-called 
“oracles.” Oracles are data providers or sensors that convey 
to the smart contracts information about the state of real-
world. They build the informational bridges between what 
happens in the real-world, and the virtual, computational 
world of smart contracts; and they verify in real-time that 
certain events or conditions happen in the real-world. 
Oracles will invariably contain software that runs as part of 
their providing information services to smart contracts. The 
smart contract needs to trust the oracle, yet the oracle’s 
software runs off-chain, in a situation that is (typically) not 
subject to the consensus mechanism underlying all (public) 
blockchains. 

So while oracles need to be trusted, and provide essential 
information for smart contracts to correctly perform their 
functions, they fall outside of the scope of intrinsic trust 
created by the consensus algorithm. A Technology Ar-
rangement that employs oracles could be in the situation of 
holding the oracles liable for damages, arising from bad 
data. Unless the (smart contracts) between the Technology 
Arrangement and its oracles is legally binding, such re-
course wouldn’t work, as would neither any exclusion or 
limitation of liability clauses. 

Oracles, too, could be consulted on an ad-hoc and fully 
automated basis, once oracle discovery services will be in 
place (not unlike the discovery of intra-Technology Ar-
rangement services described earlier). As a subject that 
contracts third parties, the Technology Arrangement needs 
to be able to enter such contracts through a legal personali-
ty of its own. Conversely, the reputation of oracles will only 
benefit if they assume the responsibility of being liable for 
the data feeds they might provide. 

Requirements for Legal Personality 
While the idea of a Technology Arrangement having legal 
personality is something that we all can conceive of, the 
notion still begs the question: how can it be done in prac-
tice? 

We need to reiterate a key passage of the consultation 
document: “Technology Arrangements will be able to [...] 
acquire legal personality upon satisfaction of a number of 
requirements.” and keep in mind that we are dealing with 
software artifacts, with all the flexibility and malleability 
that software affords us. 

It is obvious that legal personality will not be conferred to 
just any piece of technology. The technology needs to 
exhibit qualities, attributes, features and behaviours that 
are required for it to be conferred with legal personality. 
The right needs to be earned. It will be the designers’ re-
sponsibility to code and implement such qualities, 
attributes, features and behaviours. 

For example, one inspiration can come from Basel 3 Princi-
ples of Sound Management of Operational Risk19 whereby 
risk is being covered upfront via capital requirements 
and/or insurance of the operators and intermediaries. In the 

                                
 

19 - The “Basel Committee On Banking Supervision, Principles For The 

Sound Management Of Operational Risk” (June 2011), available at 
http://www.bis.org/publ/bcbs195.pdf. 
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case of an autonomous Technology Arrangement, the 
Technology Arrangement itself acts as all operators and 
intermediaries. Therefore, one of the required qualities and 
behaviours that a Technology Arrangement should exhibit 
is to set aside adequate capital requirements or insurance, 
which could be collected on an ongoing basis, via the delib-
erate design and coding of its smart contracts in order to do 
so. The Technology Arrangement would thus become 
covered – automatically (by using the very features of the 
technology itself) – against liability claims from third par-
ties; and such coverage would remain in effect, operational 
and continuously current even after the extinction of the 
designer, or the limitation of liability of the designer 
through other means. 

Other requirements could be added as necessary. For 
instance, we already cited that system/life critical applica-
tions could be required to implement a “kill switch” in the 
section about level of compliance. Even this behaviour is 
something that the designer of the Technology Arrange-
ment has the discretion to implement. 

Likewise, KYC/AML practices for onboarding new users 
can be devised in similar ways, with the integration of 
oracles that could interrogate authoritative identity sources, 
and achieve higher level of regulatory compliance. 

Any sort of behaviour that the Regulator would like to see 
to recognize the “good citizenship” of a Technology Ar-
rangement can be expressed in these terms, and then 
implemented by the designer of the Technology Arrange-
ment. The certification process would validate that the 
required quality, attributes, features and behaviours are 
effectively provided for by the Technology Arrangement; 
and on that basis recognize its legal personality status. 

The adoption of this line of thinking will lead to parametric 
regulation, smart governance even computational law, 
where many of the desiderata of good behaviour are codi-
fied directly into the Technology Arrangements that by 
choice of their designers opt to be regulated. 

Maybe this will become the ultimate meaning of the expres-
sion “Code is Law”. 

Conclusions 
Blockchain technologies provide a new medium which is 
global and uncensorable, wherein autonomous software 
entities can come into existence and never be taken out. 
The autonomy and permanency of such entities are a novel-
ty never seen before; and since they will exhibit behaviour 
and provide interactions (communications, services, trans-
actions) with humans, there is a challenge in how those 
behaviour and interactions can happen in an acceptable and 
lawful way. 

The autonomy and permanence demolishes the principle of 
The Nearest Person. The only reasonable way to promote 
the proliferation of “good” (virtual) entity-citizens is to 
make provision for their legal personality, and use game 
theoretic incentives for their creators to want to bestow 
their creations with “good” and lawful behaviours. 

The legal personality can be given to qualities, attributes, 
features and behaviours that Technology Arrangements 
would be required to exhibit in order to gain the recogni-
tion. Such qualities, attributes, features and behaviours 
would be the basis for regulatory compliance, liability 
issues, consumer protection, taxation, continuity, etc. 

The intent is to create legal certainty and an environment 
within which both the businesses or individuals creating the 

Technology Arrangements and the Technology Arrange-
ments themselves can thrive. For good or bad, certainty of 
law is better than no rule at all, even if it is not the best. A 
weak, innovative and untested rule, is better than no rule; 
because it can always be improved. 
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